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Beaverton Police Department
School Resource Officer Team

Cyberbullying

* Harassing, threatening or intimidating behaviorvia e-
mail, instant messaging, chat rooms, cell phones or
other forms of digital technology.

¢ Cyberbullying is often done anonymously, in turn
causing additional stress to the victim.

Sexting

* Theact of sendingan image, video or text message of a
sexually explicit nature via electronic device.
* IMAGES NEVER GO AWAY- Guysdo notdelete
* Crimes
* Harassment ORS 166.065
¢ Encouraging Child Sexual Abuse I & I1
ORS 163.684 & ORS 163.686
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Most Popular Apps
« Twitter- post tweets or pictures
« Instagram- pictures and comments @
« Sinsta - Secret Instagram
« Finsta - Fake Instagram
/% ¢ Snap Chat- pictures and video set for short durations to
be shown. Now has a my eyes only folder and mapping
« Facebook
* YouTube
* Video game chat rooms
+ Whatsapp - Free text and calls
« Text Now - Free text and calls
+ Letgo - App to sell goods, including illegal goods
« Offer Up - App to sell goods, including illegal goods
n + Tinder - Dating App used like a youth version of
Facebook

Why technology is dangerous

* Unrestricted access to information
¢ Constantly evolving

* Millennials

* Stranger Danger??
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Virtual Private Networking

Cyber Mobbing

* This is a type of cyberbullying that involves a group
sharing the same malicious mindset to harm.

* Example: —“
« Beaverton Ratchet 3.: =
« F*&" BHS L2 =

« SHS Clowns
* Some turn into STAT cases

Sextortion

* A form a sexual exploitation where peopleare extorted
with a sexually explicit image or video of themselves
typicallyacquired by a criminal through digital
technology.

* Your child does not need to have had previous contact
with suspect -think Nigerian scam of nudes

* Think of your webcam as an open window.
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The less common...

* Omegel- webchat with random people

* Skype-video Chat e

* Ask.fm- anonymousway to ask people questions

* Yik Yak - Locate peoplearound you )

* StreamdIn - Locate people around you

* Meetme - Locate peoplearound you

¢ Live.Me - Video Chat, DM and Live Broadcasting (Nudes being sold with this
app)

* Cheez- Video Chat, DM and Live Broadcasting u

J+ Voxer - Live Audio walkie talkieand messenger

* Mocospace - Online Chat Rooms can log in through Facebook works with
Google Chat

o « Musically - Video and Live stream app.

Lovely - Dating App.
New ones EVERY DAY!!!!
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Trending

yahoo fantasy footbal
oo

google classroom
espn fanasty

draft kings

hotspot vpn

cbs fantasy football
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Screen Record

Back to school VPN's and
Fantasy Football Apps
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So what do you worry about

* Monitor friends of your kids, KNOW THE WAY THEY
CONDUCT THEMSELVES

* Monitor all accounts

* Have your kids passwords and check daily to make sure
they were not changed.

" What can you do?

* Require your kids to give you their passwords

* Have fake accounts to monitor them

* No phone after gpm

* No electronics outside main living areas

* Check their phone- let them know it is not private and
you will check it and the records.

* Contact your wireless provider and put parental
restrictions in place.

* Disable the camera

* Any device that has Wi-Fi can access social media
apps, call and text.
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~— Useful slang to know

g xWhen do | talk to my child about this?

As soon as you provide your child with a phone orany way to access the internet.
Once you do, know you have invited strangers into your home.

Teach yourkies abeut stranger dongael SRt

Smash or No? - sex or not

Turn up- state of being wild and crazy
Ratchet- insulting slang for poor, trashy or dirty
HMU - Hit me up

PIF- Marijuana

Yae - Crack or meth

h - Herion

Molly- Ecstasy or MDMA

Skittles - Multiple drugsin one bowl

O - Ounce of drugs —

Honey Oil, Dabs, Shatter m
Swishers —

Dime - 1 gm = s10 marijuana

Dub - 2 gm = 520 marijuana

Edibles - cookies, fudge, rice cereal treats and candy

Bar - Xanax

Kratom - Stimulant, Relaxation, Euphoria - in small doses. In high doses,
sedating, acts like an taxioid (pain relief), depends on the strain, Red (relax),
White (stimulant) or Green (mixture of both) said to be addictive
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ays to Monitor Accounts

* Wireless provider parental controls
* Set controls on your home router
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" Other Resources

* National Center for Missing and Exploited Children
o www.missingkids.com 1-800-843-5678
* netsmartz.org
 kidsmartz.org

* Stopbullying.gov —
The Cyber
* Commonsensemedia.org - Effect

+ information for parents and educators by age range

* The Cyber Effect
+ Bystander Effect
+ The Elephant in the Cyber Room MARY AIKEN, o




